BCWipe

Securely Erase Files & Folders

For Windows, Mac & UNIX

ERASE BEYOND RECOVERY

For over 15 years, BCWipe has been the wiping
utility of choice for the U.S. Defense Community
and is widely accepted as the de facto standard
to clean up classified data spills - also known as
contaminations or classified message incidents.

Use cases for BCWipe:
e Files moved to the wrong location
e Accidental email distribution
e Modified documents containing
"Tracked Changes'
e DoD classification changes

BCWipe offers peace of mind and full
compliance with multiple regulations, including
NIST SP 800-88, GDPR, HIPAA and PCI DSS.

In addition, use Jetico Central Manager (JCM) to
save time, resources and money. JCM is the
ideal solution for Administrators that need to
centrally deploy and distribute wiping policies.

MAIN FEATURES

Secure Erasure
Securely erase all traces of unwanted

files beyond forensic recovery.

Wipe SSDs faster and more efficiently
with unique Reserved Space feature.

Wiping Schemes
Choose from 15+ schemes for

compliance, e.g. DoD or NIST.

@ Industry-Best Support for SSD

¥ == Wiping Reports & Audit Logs

f e Retrieve wiping reports and review
¢ audit logs for compliance.

Central Management
Remotely wipe selected files without

end-user intervention.

BENEFITS & ADVANTAGES
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www.jetico.com/bcwipe



https://www.jetico.com/
https://www.jetico.com/data-wiping/wipe-files-bcwipe
https://www.jetico.com/blog/nist-sp-800-88-guidelines-media-sanitization-explained
https://www.jetico.com/about-us/success-stories/eu-compliance-general-data-protection-regulation-gdpr
https://www.jetico.com/about-us/success-stories/hipaa-compliant-encryption-healthcare-industry

BCWipe ™

Securely Erase Files & Folders
For Windows, Mac & UNIX

TECHNICAL SPECIFICATIONS

Commands

Wipe files, folders, and compressed files
with ease

Wipe Data Remanence,

including free space, file slack space,
swap files, MFT records, directory entries,
NTFS log files and directory slack space
Wipe browser history

Wipe user activities

Encrypt swap file

Tools
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Transparent Wiping

to automatically wipe deleted or temp files
on the fly

Reserved Space Manager

to save time by preserving wiped free space
in a clean state

BCWipe Task Manager

to set scheduled wiping tasks

Disk-Level Verification

to run advanced verification of wiping
processes on low disk level

Wiping Scheme Creator

to customize wiping schemes or read
existing ones from files

Log File Viewer

to monitor wiping processes while still
running

BCWipe Privacy Guard

to disable Microsoft's default

tracking features

DEPLOYMENT OPTIONS

Standalone Endpoints

Install, activate and manage BCWipe
on standalone endpoints. Combine
with a Server license to extend wiping
capabilities to your network drives.
Best for smaller teams.

Central Management

Deploy and manage BCWipe from a
central console. Wipe files remotely
without end-user intervention. Keep
track of all wiping activities with
extensive log files and reports.

Best for large and medium teams.

Incident Response

Use BCWipe only when needed with a
flexible Data Spills license. One license
can be used on an unlimited number
of endpoints over the course of a year,
one endpoint at a time.

Best for data-spill cleanups.

NEED TO WIPE
ENTIRE HARD DRIVES?

Use BCWipe Total WipeOut to securely
erase hard drives at end of life

— decommission, dispose, sell, donate
WWW.jetico.com/bcwipe-total-wipeout

TOP SECURITY ORGANIZATIONS TRUST JETICO
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